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Abstract — This paper presents a model translation to allow automatic simulation and verification of controller models for cyber-physical 

systems. The models are constructed using IOPT nets, a non-autonomous Petri nets class. Those models are then translated into Promela models 

to be executed by the Spin model checker, a widely used open-source software verification tool. Three illustrative examples are presented: one 

autonomous model and two non-autonomous models. As future work, it is foreseen the integration with the freely available IOPT-Tools framework. 
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I. INTRODUCTION 

Discrete event systems models are frequently used for several types of physical systems with a computational part — e.g., 

controllers, embedded systems, cyber-physical systems. These models allow system validation and verification, including the analysis of 

several properties. 

Several languages offer support for the creation of this type of system model. In particular, graphical languages allow a visual and 

interactive construction and exploration of the model. Petri nets have a long tradition of offering solid support for constructing visual and 

highly readable models supported by precise and formal semantics (e.g., [6], [10], [19]. The graphical representations of Petri nets are 

directed graphs composed of two types of nodes: places and transitions. Places are commonly associated with the passive part of the 

modeled system, typically associated with conditions, states, or resources. They are represented by circles or ellipses, while transitions are 

associated with the active part associated with changes in state, actions or resources, and are represented by bars or rectangles. The 

graph's arcs connect nodes of different types (bipartite graph). Any number of input and output arcs can be connected to a node (place or 

transition). Each place can contain a set a tokens (the place marking) that together define the net marking. The model execution 

corresponds to transition firing where tokens in the transition input places are destroyed and new ones are created in the output places. 

The IOPT-Tools framework [17] takes advantage of a nonautonomous class of Petri nets especially tailored for the specification, 

analysis, and synthesis of controllers — the IOPT nets - Input-Output Place-Transition nets [11], [13]) — allowing the automatic 

generation of C and VHDL code for the execution of discrete event-driven controllers. 

The structure of the paper is as follows. Section II provides background information on IOPT nets, Spin and Promela language, 

complemented by Section III addressing related works. Section IV presents the IOPT net models proposed translation strategy into 

Promela models, while Section V briefly presents an application example, and Section VI concludes and point some future works. 

 

II. BACKGROUND 

A. IOPT nets and Controller specification 

Traditional Petri nets are sometimes classified as autonomous to explicitly state that their semantics is independent of the external 

environment, e.g., the transition enabling and firing is not influenced by any external elements. However, for practical applications, 

particularly when the Petri net models a controller, it becomes highly convenient to explicitly model the relation between the controller 

(and its Petri net model) and the environment (that is controlled) and change the model semantics accordingly. Petri nets have contributed 

to several industrial standards, such as MFG - mark flow graphs (adopted by JIS - Japanese Industrial Standards), GRAFCET (adopted by 

French AFCET and ADEPA), and the Sequential Function Chart (SFC) defined in international standard IEC 61131-3. Therefore, the 

Petri net classes with semantics dependent on the external environment are usually named as non-autonomous, which are augmented with 

dependencies on time, inputs sensors and output actuators. In the case of controllers for discrete-event systems, dependencies to the 

environment can be established by adding dependencies to two entities in the net: input and output signals. IOPT nets [11], [13] provide 

these and add two additional ones: input and output events. This interface adopts proposals from interpreted and synchronized nets [5], 
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[6], [23]. Several other classes of Petri nets have been proposed having factory automation applications in mind [8], [14]. 

The syntax and semantics of IOPT nets can be found elsewhere [13]. In summary, IOPT nets can be seen as an extension to Place-

Transition nets, where several non-autonomous dependencies were introduced, namely input and output signals and events, where 

transition firing are conditioned by input event occurrence and guard functions evaluation (constrained by input signals conditions), and 

are able to generate output events and output signals updating. Output signals can also be generated associated with places. 

In order to ensure a deterministic execution, which is of paramount importance for embedded controllers in many areas of 

application, a step-based execution semantics is selected, including several aspects: maximal step execution (which means that all 

transitions enabled and ready to fire will fire in the same execution step), cycle-accurate execution (which means that all events occurred 

during the execution of the last step will be considered at the next step execution), single server semantics (which means that even 

enabled multiple times, transitions will only fire once per execution step), and priorities associated with transitions (which can be used to 

embed into the model strategies to automatically solve conflicts, ensuring deterministic execution, even at the expense of an unfair 

strategy). Finally, test arcs are also available. Fig. 1 explicitly presents the way how input signals are acquired and used to generate input 

events, based on the comparison between current and previous values of input signals. 

 

 

Fig. 1. Information flow in IOPT semantics. 
 

IOPT-Tools [12], [17] are a cloud-based platform, publicly available at http://gres.uninova.pt/IOPT-Tools/, using IOPT nets and 

including an interactive graphical Petri net editor, simulation, debug and model-checking tools based on reachability graph generation, 

and automatic code generation tools. In particular, it can generate C code or VHDL hardware descriptions ready to be directly deployed 

into implementation platforms (without writing additional lines of code). 

 

B. Spin and Promela 

Explicit Model checking is a simple and obvious idea that, in practice, is still the best approach for many areas of application, namely 

verification of communication protocols and software [16]. To that end, the Spin model checker is one possible tool [3], [15]. Gerald J. 

Holzmann initially developed it to verify communication protocols. Interestingly, these have also been a long-standing motive to the use 

of Petri nets. 

The Spin model checker allows two main execution formats: simulation and verification. Simulation can always be used but can only 

show the existence of failures, not their absence. Verification can indeed prove system correctness as it checks all possible states. The 

limit is the well-known state-explosion problem, but Spin is a particularly good tool to mitigate this as it implements partial order 

reduction theory to optimize the search. More details, including two other modes for using Spin, can be found at the Spin webpage [24] 

and the tool primary reference [15]. Spin has become widely used in industries that build critical systems and is arguably the world's most 

popular tool for checking concurrent systems and one of the most powerful [3]. It has been freely available since 1991, has a large and 

active community, and a periodically held international conference – the International SPIN Symposium on Model Checking of Software- 

currently in its 27th edition. 

The Spin tool reads models written in the Promela language and automatically generates custom verifier code written in the C 

Programming language. The Promela language has a syntax similar to the ones of C-like languages. However, it differs from 

programming languages primarily due to its inherent non-determinism. For example, if two or more branches of its if statement evaluates 

as true, then the simulation will randomly choose one to be executed. Additionally, the verifier will check all possibilities. 

 

III. RELATED WORK 

To the best of our knowledge, the work by Gupta et al. was the first to present a translation from Petri nets to Promela [9]. The 

objective was the same as ours: to use the Spin tool to verify liveness and safety properties, including boundedness, of the Petri net 

model. They also propose integrating a modeling environment — where Petri net models are created — with Spin. However, the used 

Petri nets are the usual Place/Transitions nets, which are autonomous — with no external dependencies — and have non-deterministic 
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transition firing (e.g., [21]). 

Ribeiro and Fernandes [22] present a proposal for the translation of Synchronous Petri net models into Promela. Similar to IOPT 

nets, Synchronous Petri nets are also based on P/T nets and non-autonomous as they allow values of external signals to be used as guards 

in transitions. Also, transitions firings are synchronized with the active edge of a global clock. However, they differ from IOPT nets 

because they have no direct support for input events. Also, IOPT nets add several forms of external output specification by allowing 

signal output changes based on place actions and output events in transitions. To the best of our knowledge, no tool currently supports 

creating models based on Synchronous Petri nets. 

Barbosa et al. [2] emphasize the use of Model-Driven Architecture for systems development through Petri nets. They present a 

simple Promela model based on an IOPT net model in this context. However, the model ignores non-autonomous elements — namely 

signals and events — and the translation rules are not presented. 

Venero and Silva [7] present a translation from a class of autonomous Coloured Petri nets (CPN) — named Nested Petri nets — to 

Promela. The semantics is the classic for CPN. Unfortunately, we could not identify a tool for creating Nested Petri nets. 

Alam and He [1] present a translation from Predicate- Transition nets — another class of autonomous high-level nets — to Promela. 

An open-source tool is also mentioned but not accessible using the provided link. [18] 

 

IV. MODEL TRANSLATION 

A tool, named iopt2pml, was developed to translate IOPT net models, in the PNML format, to Promela models. The PNML format is 

an XML-based standard for the interchange of Petri net models [4], [20]. Hence, the tool starts from a structural model and creates an 

executable model. To that end, the tool has to express in the Promela language the IOPT net semantics. Interestingly, despite the 

concurrency intrinsic to Petri net models, the IOPT nets execution, for a single time domain — i.e. a single controller with a single 

processor and clock — can be executed as a single sequential process. As already presented in Section II-A, this is a direct consequence 

of the maximal step semantics and the eventual use of priorities in transitions which allow for a deterministic execution steps, where all 

enabled and ready transitions fire. 

Next, we use two easily readable IOPT models to explain how the translation is conducted. We also show some important checks 

readily available from the generated Promela model. 

1) Autonomous model: The Promela model, for the net in Fig. 2, contains a single process, named Controller (see Listing 1). In the 

case of an autonomous net like the one in Fig. 2 the process simply tries to fire all enabled transitions. To that end, the new net 

marking is stored in a new ”next” buffer. After each step, this ”next” buffer updates the current marking buffer. This loop 

repeats indefinitely. 

 

 

Fig. 2. Autonomous net model. 

 

 
 

The places active and inactive in the IOPT net model in Fig. 2 are both unbounded: after the firing of transition start, active gets one 

token; then, each fire of transition increment increases the marking by one each both place. As the IOPT-Tools, by default, defines a 

bound of three for all places, place active will be the first to overflow its number of tokens (this default value can be changed after 

analysis of the model, considering a specific initial marking). This is illustrated by the simulation output in Listing 2. The generated code 

includes a Promela assertion for each place marking bound and outputs an informative message with the illegal value and respective place 

name: e.g., ”BOUND OVERFLOW: place active has marking value 4 with bound 3”. Additionally, Spin itself produces an ”assertion 



 

 

violated” error message containing the respective assertion line number. 

The same model can be verified. The process is straightforward and is illustrated in Listing 3: (1) the Spin tool is used to generate the 

verifier C code; (2) the C code is compiled, and an executable program is generated; (3) the executable is run to exhaustively verify the 

Promela model. It then reports the assertion violation. It is important to note that this verification is exhaustive, contrary to the simulation. 

Next, we present a non-autonomous model. 

2) Non-autonomous model: The model in Fig. 3 is a nonautonomous net, as it contains transitions whose firing depends on external 

signals or events: transition start can only fire if event ev1 is true, and this event can only become true if there is a change, 

between two consecutive steps, in the value of signal is1; due to the associated guards, transitions increment and stop firings are 

only possible if signal is2 has the value 0 or 1, respectively. 

 

 

Fig. 3. Non-autonomous net model. 
 

The code for a non-autonomous net has to include the generation of signal input values, as well as the computation 

 
 



 

 

of input events. These are the first two tasks in the each step — after label start — as can be seen in Listing 4. 

Listing 5 shows the generated Promela code related to the input signals for the example in Fig. 3. These are two binary input signals: 

is1 and is2. A random assignment simulates the input signals reading to each signal, where the verifier code checks all values. The 

generated code is not minimal to improve readability and facilitate possible future changes. 

Listing 6 shows the generated Promela code related to the input event for the example in Fig. 3. There is one input event: ie1. The 

event value is computed as a function of the value change of the associated signal value. Hence, all events have to be reset after each step. 

Transitions with no input events have an implicit ”always true” event. 

Due to the limitation imposed by the initial marking in place capacity, this net is bounded: no place marking can ever surpass three, 

which can be readily checked by verification. However, this net has a not so obvious and possibly undesirable property: it becomes dead 

— no transition can fire — after a few steps. 

For convenience, a Boolean variable, named readyAndEnabled, is defined in the generated code (see Listing 4). It has the value true 

when some transition 

 

 
 

 

can fire — is ready and enabled — and, consequently, will fire. This and other variables could also be easily added to the generated 

Promela model, allowing a simple verification of more specific properties. 

 



 

 

 
 

This can be checked using a linear temporal language (LTL) formula that checks if the variable readyAndEnabled is eventually true 

in all computations, e.g., eventually, some transition will be ready and enabled and, consequently, will fire. This is a liveness property as 

it states that something ”good” eventually happens in the computation. It is also essential to notice 

that the formula applies to all possible computations. This is expressed by the LTL formula ◊readyAndEnabled or, in Promela syntax, 

<>readyAndEnabled. Listing 7 illustrates 

 

 
 



 

 

 
the verification of this property with the corresponding output staring the assertion violation. 

As a further verification, Listing 8 shows how to check that eventually readyAndEnabled will become always false: 

◊(□󠄀¬readyAndEnabled), in Promela syntax <>([ ] ! readyAndEnabled). For a liveness property, a counterexample is an infinite computation in 

which something good never happens: the ”acceptance cycle” mentioned in the output. 

 

V. APPLICATION EXAMPLE 

The proposed analysis strategy is here further illustrated using a simple well-known application example adapted from [23]. This 

example has been used in many other works in automation controller modeling with Petri nets. The goal is to model the behavior of a 

controller for a three cars system, 

 

 

 
 



 

 

 
 

having the goal of transporting goods from one end to another (common in the chemical processes industry). The three cars should start 

moving from one end to the other only when all cars are stopped at the same end, under the supervision of an operator, who activates two 

input buttons (GO and BACK), forcing starting movements in the direction right or left, accordingly. End-of-course detectors are referred 

to as Ai and Bi; activation of motors is referred as Motori, and MiDir inform about the direction ofthe movement (with i=1,2,3). Fig. 4 

presents the controller's IOPT model. 

For this system, it is helpful to check if no cars are moving in opposite directions. This safety property must hold for all states and 

can be readily checked using an assertion. Listing 9 shows the code that can be added to the generated Promela code for this purpose. It 

was inserted after the checkPlaceMarkingBounds() call. The Boolean variables forward and backward use the already generated names for each 

place marking. After, the variable (oneWay) is defined with the assertion itself. Next, it was only necessary to use the assert statement. Yet, 

additional code can also be added to provide better feedback in case of a failed assertion. 

 
VI. CONCLUSIONS AND FUT URE WORK 

The implemented IOPT net model to Promela translation adds to the IOPT-Tools framework the possibility to use the industrial-

strength Spin tool for efficient model verification. In addition, the Promela language is simple and powerful enough to allow for practical, 

efficient, and sophisticated queries with a small development overhead. In particular, it is already 

 

 

 

Fig. 4. Cars net model. 

 

 



 

 

 
 

possible to verify safety and liveness properties, including common ones in the Petri nets domain, such as boundedness and reachability. 

Future work is foreseen to integrate the iopt2pml tool in the IOPT-Tools framework. This should include the definition of a user 

interface allowing the specification of important model checking parameters and the visualization of simulation and verification results in 

an easily readable format, backannotated to the original IOPT net model (namely the bound attribute for all places, which is a major 

convenience to adapt resources when generating execution code). 

Another interesting addition will be the generation of Promela specifications from IOPT models with multiple time domains: a 

distinct Promela process will be created for each time domain. These processes can then communicate using Promela channels, thus 

taking additional advantage of the spin model checker capabilities. 
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